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U. S. Departnent of Justice
Federal Bureau of Prisons

&
OPl : ADM
NUMBER: 3937. 01
ttttttttttt DATE: Decenber 31, 1996
SUBJECT: El ectronic Technician Trai nee
Devel opnent al Program
)

1. PURPGSE AND SCOPE. To establish a devel opnmental program for
El ectroni c Technicians and specify selection and training
requirenents.

These positions are established at institutions for no nore than
18 nonths. The Central Ofice funds the position for only one
year. After that year, the institution shall be responsible for
the salary of the trainee until they are transferred into a

per manent position.

2. PROGRAM OBJECTIVES. The expected results of this program
are:

a. Qualified Bureau enployees will be recruited and trained as
El ectroni ¢ Techni ci ans.

b. Successful trainees will be qualified for Electronic
Techni ci an positions in the Bureau.

3. DI RECTI VES AFFECTED

a. Directives Rescinded. None.

b. Directives Referenced

PS 3000. 02 Human Resour ce Managenent Manual (11/01/93)
PS 4200. 09 Facilities Operations Manual (04/03/96)

4. STANDARDS REFERENCED

a. Anerican Correctional Associ ati on Foundati on/ Core Standards
for Adult Correctional Institutions: None

b. American Correctional Associati on Foundation 3rd Edition
Standards for Adult Correctional Institutions: None

c. Anerican Correctional Associ ati on Foundati on/ Core Standards



for Adult Local Detention Facilities: None
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d. Anerican Correctional Associ ati on Foundation 3rd Edition
Standards for Adult Local Detention Facilities: None

e. Anerican Correctional Association Foundation 2nd Edition
Standards for Adm nistration for Correctional Agencies: None

5. INSTITUTI ON REQUEST FOR A TRAINEE POSITION. A Warden who

w shes to establish an El ectronic Technician trainee position
shall make a witten request through the Regional Director to the
Regi onal Facilities Adm nistrator using the appropriate format
(Attachnment A).

The requesting institution nust:

# Have an El ectronic Technician on staff who shall serve as
trainer for the Electronic Technician trainee. The trainer
must have at | east one year of experience as an El ectronic
Technician in a Bureau institution and be avail abl e during
the entire training period, and

# Agree to fund the specialized training.

6. REG ONAL REVIEW The Regional Facilities Adm nistrator shal
eval uate the request and, if approved, forward it to the Chief,
Facilities Operations, Central Ofice. Each request shall be
submtted on a list that clearly identifies regional training
priorities (see Attachnent B)

7. CENTRAL OFFI CE REVI EW AND PROCESSI NG

a. The Central Ofice Facilities Qperations Section shal
initiate form SF-52 to announce and sel ect the position.

b. Wen the announcenent closes, the Central Ofice Staffing
Branch shall establish a Best Qualified List and forward it to
Facilities Operations staff for eval uation.

c. The Regional Facilities Adm nistrator and Warden shall be
advi sed of the candidates on the Best Qualified List.

d. The Chief, Facilities Managenent Branch, shall make the
final candi date sel ection.

e. |If there are no applicants or if no selection is nade
within 120 days, the Central Ofice may w thdraw the position.

8. TRAINING PROCEDURES. Using the Electronic Technician Trainee
Devel opment Plan (Attachnent C) as a guide, the institution shal
establish a training schedul e based on the individual trainee's
abilities.

a. The trainee shall progress through the training with
periodic reviews by the Regional Tel ecommuni cations Speciali st.
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b. The trainee and Facility Manager shall submt Monthly
Trai nee Progress Reports to the Regional Facilities
Adm ni strator.

c. The Regional Facilities Adm nistrator shall forward the
Mont hly Trai nee Progress Report to the Chief of Facilities
Qperations with the Monthly Facilities Operations Reports.

d. When a trainer (institution Electronic Technician) is
unable to conplete training a trainee, the Facility Manager shal
be responsible for continued training and docunentation and
coordinate the training with the Regional Tel ecomrunications
Speci al i st.

The institution shall handle all adm nistrative and personnel
functions concerning the trainee including pronotions or job
applications for a permanent duty assignment.

9. REASSI GNVENT AFTER TRAINING  After the trainee has been
selected for a permanent position, the Regional Facilities

Adm ni strator shall notify the Chief, Facilities Operations, in
witing of the |location and effective date of the reassi gnnent
and provide a copy of form SF-52.

Al'l trainee positions shall be returned to the Central Ofice
after the training period is conpleted.

10. I NSTITUTI ON RENEWAL OF TRAINING PROGRAM If the institution
desires to continue participating in the devel opnental program

t he Warden shall nake another request in accordance with Section
5 of this Program Statenent.

\ s\
Kat hl een M Hawk
Di rector
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(Lett erhead)

Dat e

MEMORANDUM FOR Regi onal Facilities Adm nistrator

FROM Warden, Local Institution

SUBJECT: Request for Electronic Technician Trai nee Position

The purpose of this nenorandumis to request the
establishment of an El ectronic Technician trainee position
at

This institution has a skilled El ectronic Technician on
staff who shall serve as the trainer for the trainee. W
wi |l provide funds for the specialized training needed by
the trainee to sucessfully conplete the program

| f approved, the Central Ofice will fund this position for
one year. This institution will pay the salary of the
trainee for all training exceeding one year and until the
trainee is placed in a permanent position.

W w il provide nonthly reports on the trainee's progress to
the Regional Ofice and alert the Regional Facilities
Adm ni strator of any special problens that may ari se.

Qur current Electronic Technician is who
has been the technician at this facility for

| f you need additional information, please advise.
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(Lett erhead)

Dat e
VEMORANDUM FOR , CHI EF
FACI LI TI ES OPERATI ONS
FROM
SUBJECT: Request for Electronic Technician Trai nee Position

The purpose of this nenorandumis to request an El ectronic
Techni ci an trai nee position at

The application has been reviewed and neets the criteria of the
El ectroni ¢ Technici an Devel opnental Program St at enent.

The request has been approved by this office and is included on
the Regional training location priority list bel ow

PwbhE

| f you have any questions, please call ne.
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FACI LI TI ES MANAGEMENT DEVELOPMENT PLAN
ELECTRONI CS TECHNI CI AN TRAI NEE

Page

Esti mat ed Conpl eti on Schedul e 2

| nt roduction . 3

|. Perinmeter Intrusion Detection Systens . . . . . . . . . 4
1. Radi o Communi cations Systens and Equi pnent 6
I11. Door/Gate Controls and/or Al arns . 8
IV. dosed Crcuit Television . . . . . . . . . . . . . . 10
V. Tel ephone Systens . . . . . . . . . . . . . . . ... 1
VI. Mcrowave Mtion Detection Alarms . . . . . . . . . . 13
VIl. Fire and Snoke Alarm System . . . . . . . . . . . . . 14
vill. Control Centers . . . . . . . . . . . . . . . . . .. 15
| X. Metal Detector and Detector Type X-ray . . . . . . . . 16
X. Renote Control Devices . . . . . . . . . . . . . . . . 17
Xl. S1.S Equiprent . . . . . . . . . . . . . . . . . . . 18
Xil. Data Processing EQuipmrent . . . . . . . . . . . . . . 19
Xill. Intercomand Paging System. . . . . . . . . . . . . . 20
XIv. Wndow Alarns . . . . . . . . . . . . . ... ... 2
XV. Gounding and Surge Protection . . . . . . . . . . . . 22
XVI. Facilities Operations Manual . . . . . . . . . . . . . 23

XVIl. Mnthly Progress Report Form (dBase).
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FACI LI TI ES MANAGEMENT DEVELOPMENT PLAN
ELECTRONI CS TECHNI Cl AN

TRAI NEE
ESTI MATED COVPLETI ON SCHEDULE

|. Perinmeter Intrusion Detection Systens. 160 HRS

1. Radi o Communi cations Systens and Equi pnent. 160 HRS
I11. Door/Gate Controls and/or Al arns. 40 HRS
V. Closed Crcuit Television. 80 HRS

V. Tel ephone Systens. 320 HRS
VI. Mcrowave Mtion Detection Al arns. 40 HRS
VIl. Fire and Snoke Al arm System 160 HRS
VI1I. Control Centers. 80 HRS
| X. Metal Detector and Detector Type X-ray. 20 HRS
X. Renote Control Devices. 20 HRS
Xl. S.1.S. Equipnent. 40 HRS
Xl. Data Processing Equi pnent. 20 HRS
XIl. Intercomand Paging System 40 HRS
Xi1l. Wndow Al arns. 10 HRS

XIV. Facilities Operations Mnual. 40 HRS
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FACI LI TI ES MANAGEMENT DEVELOPMENT PLAN
ELECTRONI CS TECHNI Cl AN
TRAI NEE

This is a reconmmended guide to define training requirenments based
on the trainee's abilities. Conpletion of the Facilities
Managenent Devel opnent Plan is based upon several factors.

Specifically, each participant is requested to maintain a folder
or binder in which exanples, narrative descriptions, and the
Facilities Managenment Devel opnent Pl an checklist are contai ned.
The Trainer will review each identified training segnent when
conpleted and the Facility Manager wll certify conpletion.

The Trai nee's performance evaluations wll be affected by the
| evel of conpliance which is denonstrated with respect to
conpl etion of the plan.

The follow ng constitutes the Facilities Managenment Pl an
checklist for :

There are signature blocks for all reviewers and certifiers after
each segnent and on the | ast page of the checklist. The Regional
Tel ecommuni cations Specialist will review the entire manual upon
conpletion of the sane for certification.

A nonthly progress report will be conpleted by the Trainee and
the Trainer. This progress report will be included in the Monthly
Facilities Report sent to the Region with the Facility Managers
comments. The Regional Tel ecomrunications Specialist wll
forward the reports to the Central Ofice Facilities Operations.
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The El ectronics Technician Trai nee shall satisfactorily
denonstrate a professional |evel of conpetence in all of the
foll ow ng systens:

| . Peri net er

I ntrusi on Detection Systens.

A.  Sensor conponents.

1

N

Power supply.

a. Function.

b. Voltage adjustnent.
Power supply regul ator.

a. Function.

b. Voltage adjustnent.

Fi nal regul ator.

a. Function.

b. Voltage adjustnent.
Battery charger.

a. Function.

b. Voltage adjustnent.
Fence cards and processors.
a. Function.

b. Sensitivity adjustnent.
c. Tanper adjustnent.
Sound and notion sensor.

a. Function.

b. Installation.

c. Maintenance.
Li ght eni ng protection.

a. Fence grounding.

b. Sensor array protection.

B. Annunci ator system

1

2.

3.

Qper ati on.
a. Response.
b. Reset.

c. Access.

Pr ogr amm ng.

a. Tinme and date.

b. Assign transponders.

c. Delete transponders.

d. Obtain printout of transponders.
Mai nt enance.

C. Battery backup systens.

1
2.
3.

Functi on.
Mai nt enance and | og requirenents.
Repl acenent .
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D. Transponder |ink between sensor and annunci ator systens.
1. Function.
2. Installation.
3. Maintenance.

E. Conmmunication |link with the nobile nap system and the
two way radio.

F. Systemtesting.
1. Physical fence testing.
2. Visual fence exam nation

G Use pf service_nanuals and i ntroduction to | ocal and
regi onal service vendors.

H Attend and successfully conplete formal training by
manuf act urer.

Compliance with all parts of the Facilities Operations
Manual .
1. Record keeping.
Mont hly Perinmeter Intrusion Detection
Systens Report.
2. Review and update preventative mai ntenance
pr ocedur es.

Revi ewed by Dat e:

Certified by Dat e:
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1. Radio comunications systens and equi pnent.

A Al tw way radi o equi prment.
1. Portable radios.
a. Qperation.
b. Function.
c. Mnor in-house repairs.
d. Mai ntenance.

2. Body alarmtransmtters and receiver.
a. Qperation.
b. Function.
C. Mai nt enance.

3. Chargers for all battery operated radi os and body

al ar ns.

a. Qperation.

b. Function.

c. Mintenance.

4. Mobi | e radi os.

Qperation of nobile radio, and it's relation
to the Perinmeter Detection System

a.
b. Functi on.
C. Mai nt enance.

5. Base station.
a. Qperation of Base Station.
b. Function.
c. Mintenance

6. Radio control panel
a. Operation of panel.

i Rel ation to the base station

ii. Relation to annunciator map system

in the nobile trucks.
b. Functi on.
C. Mai nt enance.

7. Auxiliary base station.
a. Qperation.
b. Function.
c. Mintenance.

B. Radi o pager system
1. Operation.
2.  Function.
3. Mai ntenance.
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C. Conpliance with all parts of Facilities QOperations
Manual .

1. Radio testing and review requirenents.
2. Understand and prepare service contracts.
3. Record keeping.
Mai nt enance records.
4. Review and update preventative mai ntenance
pr ocedur es.
Revi ewed by Dat e:

Certified by Dat e:




[, Door/ Gate control s and/or al arns.

A. Control sally port.
1. Gate control.
a. Qperation.
b. Function.
c. Mintenance.
2. Interlocking system
a. Function.
b. Ml ntenance.
3. Indicating system
a. Function.
b. Ml ntenance.
4. Wring.
a. Series |oop.
b. Push button.

B. Vehicular sally port.

1. Gate control.
a. Qperation.
b. Function.
c. Mintenance.

2. Interlocking system
a. Function.
b. Ml ntenance.

3. Indicating system
a. Function.
b. Ml ntenance.

4. Wring.
a. Series |oop.
b. Push button.

5. Gate intercom/ buzzer.
a. function.
b. wring.

C. Special Housing sally port.
1. Gate control.
a. Qperation.
b. Function.
c. Mintenance.
2. Interlocking system
a. Function.
b. Ml ntenance.
3. Indicating system
a. Function.
b. Ml ntenance.
4. Wring.
a. Location.
b. Ml ntenance.
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D. Conmpliance with all parts of the Facilities Operations
Manual .
1. Record keeping.
2. Review and update preventative mai nt enance
pr ocedur es.

Revi ewed by Dat e:

Certified by Dat e:




V. Closed Crcuit Tel evision.
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and i ntroduction to | ocal

A.  Caneras.
1. Function.
2. Installation.
3. Mai ntenance.
B. Mnitors.
1. Function.
2. Installation.
3. Mai ntenance.
C. Recording equi pnent.
1. Operation
2.  Function.
3. Installation.
4. Mai nt enance.
D. Controls.
1. Operation.
2.  Function.
3. Installation.
4. Mai nt enance.
E. Wring.
F. Use of service manua
and regi onal vendors.
G Conmpliance with all parts of the Facilities Operations
Manual .
1. Record keeping. _
2. Review and update preventative mai ntenance
pr ocedur es.
Revi ewed by

Certified by

Dat e:

Dat e:
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V. Tel ephone Systens.

A.  Operations of the PBX tel ephone system

B O ©O® Nohwh B

Use of service manual s and introduction to
| ocal and regional service vendors.
Operation of the PBX switching systens.
Types of circuit cards used.

Crcuit board progranm ng.

Menory progranm ng.

Power supply and fusing.

Commerci al and FTS trunks, their "D' mark
| ocati on.

Direct Inward Dialing trunks.

Function and operation of "off the hook"

al arm system

Function and operation of the "222" al arm
system

Function and operation of the "333" system

B. Installation of tel ephone equi pnrent and
associ ated w ring.

1

4.
5.

| nmat e phone system
a. Individual phone disconnect sw tches.
b. Hookup to the inmate phone nonitoring
and recordi ng system
c. Introduction to |ocal vendor for
service and installation of inmte
phones.
Staff phone system and progranm ng.
Layout of Institution wring.
a. Location of punch down bl ocks.
b. Tone tracing of wire pairs.
c. Cable interconnection.
Two wire | oop system and ground start.
| mportance of proper grounding.

C. Understandi ng of the energency speed dialing
systemas to progranm ng and w ring.

D. Coordinating with |ocal, FTS, and GSA phone
managenent conpani es.

E. Prevent ati ve nmmai nt enance.

F. Formal training on PBX systens provided by
t he manuf acturer.
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G Conpliance with all parts of the Facilities
Oper ati ons Manual
1. Record keeping.
a. Installation records.
i Phone wi ring.
ii. Phone |ocation.
i Phone programm ng.
b. Maintenance records.
2. Review and update preventative mai nt enance

pr ocedur es.

Revi ewed by Dat e:

Certified by Dat e:
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VI . M crowave Mbtion detection al arns.

A

Sensor system
1. Function.
2. Wring connection to transponder.

B. Annunci ator system
1. Operation.
2. Functi on.
3. Transponder/input programm ng.
C. Use of service manual and introduction to | ocal
and regi onal vendors.
D. Conmpliance with all parts of the Facilities Operations
Manual .
1. Record keeping.
Mont hly Perinmeter Intrusion Detection Systens
Report.
2. Review and update preventative mai ntenance
pr ocedur es.
Revi ewed by Dat e:

Certified by Dat e:
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VII. Fire and snoke al arm system

A.  Control panel
1. Operation.
a. Alarmresetting procedure.
b. Trouble resetting procedure.
2.  Function.
ai nt enance.

B. Sensors.
1. Functi on.
2. Mai nt enance.

C. Annunci ator.
1. Operation.
2. Progranmm ng.
3. Function.
4. Mai nt enance.

D. Wring.
1. Theory.
2. Installation.

E. Use of service manual s and i ntroduction to | ocal
and regi onal vendors.

F. Compliance with all parts of Facilities Operations
Manual .
1. Snoke detector cleaning and testing.
2. Record keeping.
3. Review and update preventative mai nt enance
pr ocedur es.

Revi ewed by Dat e:

Certified by Dat e:
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VI, Control Centers.

A.  Proper procedures to maintain security of the
Control Center.

B. Purpose and operation of all of the equipnent
within the Control Center.

Revi ewed by

Annunci ati on Panel .
Radi o Control panel
Body al arm recei ver.
333 tel ephone.
At t endant consol e.
| nmat e phone sw t chi ng.
CCTV canera controls.
Enmer gency speed di aling equi pnent.
Publ i ¢ address system
Sally Port and Rear Gate intercom
SENTRY Conput er.
Radi o and body al arm battery chargers.
Door and Gate Control s (including
i nterl ocki ng mechani sns) .
CCTV nonitoring equi pnent.
222 phone equi prent.
No- di al phone equi pnent.

Dat e:

Certified by

Dat e:
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| X. Metal detector and detector type X-ray.

A.  Stationary.
1. Operation.
2. Functi on.
3. Calibration and testing.
4. Mi nt enance.
B. Portable.
1. Operation.
2. Functi on.
3. Calibration and testing.
4. Mi nt enance.
C. Use of service manual and introduction to | ocal
and regi onal vendors.
D. Conmpliance with all parts of the Facilities Operations
Manual .
1. Record keeping.
2. Review and update preventative mai ntenance
pr ocedur es.
Revi ewed by Dat e:

Certified by Dat e:
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X. Renpt e Control Devi ces.

A. Location of all renotely controlled units and
their controllers.

B. Theory and operation of interlocking system of
renmote control devices.

Revi ewed by Dat e:

Certified by Dat e:
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Xl. S.1.S. Equipnent.

A. Tel ephone scanner.
1. Operation of conmputer control.
2. Installation.
3. Functi on.
4. Repair.

B. Communi cations |ink.
1. Installation.
2. Functi on.

C. Phone nunber storage unit.
1. Operation of conputer control.
2. Installation.
3. Functi on.

D. Audio recording equi pnent.
1. Operation.
2. Installation.
3. Functi on.
4. Miintenance and repair.

E. Use of service manual and introduction to | ocal

and regi onal vendors.
F. Record keeping.
Revi ewed by Dat e:

Certified by Dat e:




Revi ewed by Dat e:

Certified by Dat e:
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Dat a processi ng equi pnent.

Per sonal conputers.

Oper ati on.

Basi ¢ function.

I nstall ation.

Bur eau- approved software.
Security.

GhwheE

FAX machi nes.
1. Operation.
2. Basic function.
3. I nstall ation.

Bat ch Transm ssion System
1. Operation.
2. Basic function.
3. Installation.

Modens
1. Operation.
2. Basic function.
3. I nstall ation.
4. Security

SENTRY system
1. Operation.
2. Basic function.
3. Installation.
4. Security

Use of service manual and i ntroduction to | ocal
and regi onal vendors.

Record keepi ng.
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XiIl. Intercomand Pagi ng System

A. I ntercom conponents.
1. Amplifier wcontrols.
a. Qperation.
b. Function.
c. Maintenance.
2. Speakers.

3. Wring.
B. Paging system conponents.
1. Amplifier.
a. Function.
b. Installation.

c. Mintenance.
2. Controls.
a. Qperation.
b. Function.
c. Mintenance.
3. Speakers.
4. Line distribution systemw ring.
a. Function.
b. | nstal |l ati on.

C. Use of service manual and i ntroduction to | ocal
and regi onal vendors.

D. Conmpliance with all parts of the Facilities Operations

Manual .

1. Record keeping.

2. Review and update preventative mai ntenance
pr ocedur es.

Revi ewed by Dat e:

Certified by Dat e:




XI'V. W ndow al ar ns.
1. Functi on

2. QOperation
3. Mai nt enance

Revi ewed by

Certified by
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Dat e:

Dat e:
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XV. Gounding and Surge Protection

A. National Electrical Code, NFPA 70 (1993)

1. Article 250 - G ounding
a. Section B, GCrcuit and System G oundi ng
b. Section C, Location of System G oundi ng
c. Section D, Enclosure G ounding
d. Section E, Equipnment G ounding
e. Section F, Methods of G ounding
f. Section G Bonding
g. Section H, Gounding Electrode System
h. Section J, G ounding Conductors
i. Section K, Gounding Conductor Connections
2. Article 280 - Surge Arrestors
3. Article 310 - Conductors for Ceneral Wring
4. Article 645 - Electronic Conputer/Data Processing
Equi prent
645-15. G oundi ng
5. Article 720 - Grcuits and Equi pnmrent Operating at
Less than 50 volts
6. Article 725 - Cass 1, Cass 2, and Cass 3 Renote
Control, Signaling, and Power-Limted Crcuits
7. Article 760 - Fire Protective Signaling Systens
8. Article 770 - Optical Fiber Cables and Raceways
9. Article 780 - C osed-Loop and Programmed Power
Di stribution
10. Article 800 - Communications Crcuits
11. Article 810 - Radio and Tel evi si on Equi pnent
12. Article 820 - Community Antenna Tel evi si on and
Radi o Distribution systens
Revi ewed by Dat e
Certified by Dat e
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XVI. Facilities Qperations Mnual .

A. Chapters requiring a thorough and conpl ete
know edge.

1.

2
3
4.
5

Chapter 2: Wrk Progranm ng, Scheduling and

Reporti ng.

Chapter 3: Buildings and Facilities (B&F)

Proj ect s.

Chapter 5: Preventative Mintenance/

| nspecti ons.

Chapter 7: Life Safety/Fire Protection in Buildings
and Structures.

Chapter 9: Tel ecommuni cations Systens and

El ectroni ¢ Equi prent.

B. Chapters requiring a basic know edge.

RRoOoN o ko =

=or

Revi ewed by

Certified by

Chapter 1. Facilities Adm nistration and
Organi zat i on.

Chapter 4: Architect - Engi neer Services.
Chapter 6: Energy Conservation

Chapter 8: Environnent Control.

Chapter 10: Autonotive Acquisition,

Mai nt enance and Operati ons.

Chapter 11: Mechani cal Systens and Power Pl ant
Qper ati ons

Chapter 12: Electrical Systens.

Chapter 13: Physical Plant Review Program
Chapter 14: Plunbi ng Systens.

Chapter 15: Reserved

Chapter 16: Automated Systens.

Dat e:

Dat e:




